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Background
The healthcare industry is rapidly moving to implement Elec-
tronic Medical Records (EMR) with Electronic Health Record 
(EHR)	capabilities.	For	simplicity,	an	EMR	can	be	thought	of	as	
electronic information shared internally within an organization 
and an EHR can be thought of as information shared externally 
with third parties. The implementation of EHR and EMR systems 
is intended to reduce healthcare costs and improve patient safety 
and overall patient care by allowing healthcare information to be 
shared electronically among providers. At this time, the push to 
implement EMRs and EHRs is primarily driven by the financial 
incentives provided for in the Health Information Technology 
for Economic and Clinical Health Act (HITECH).1 In recognition 
of the expected costs and resistance of many in the healthcare 
industry to adopt EHRs and EMRs, especially physicians, the 
financial incentives were designed to facilitate the nationwide 
electronic exchange and the meaningful use of health information 
technology and electronic health information.2 

Although the implementation of electronic systems has many 
benefits, new risks associated with accessibility and sharing of 
electronic information will be introduced across an organiza-
tion. Consequently, it should come as no surprise that another of 
HITECH’s major goals is to strengthen privacy and security laws. 
In addition to the financial incentives, HITECH also increases 
the penalties and fines for non-compliance with the privacy 
and security provisions of the Health Insurance Portability and 
Accountability Act of 1996 (HIPAA) and the regulations promul-
gated thereunder (HIPAA Rules).3 

While the privacy protections are certainly important, the 
following discussion focuses on key security aspects necessary to 
achieve compliance with HITECH to take advantage of the avail-
able financial incentives. In particular, this discussion focuses on 
practical considerations for an organization undertaking required 
security risk assessments. 

At the outset it will be instructive to review several factors that 
have undoubtedly contributed to the desire to enhance security 
protections to address the business and legal risks of the use and 
implementation of EMR and EHR capabilities, including:

•	 Timetables	under	HITECH	for	implementation	of	EHR	and	
EMR capabilities are pushing organizations to quickly adopt 
technologies without fully understanding how to use them 
and/or in reliance on certifications of vendors;

•	 Increased	volume	of	electronic	information	due	to:

 –  Conversion from traditional paper to electronic media;

 –  Ability to easily capture additional information in electronic 
form; and

 –  Increase in users of technology required to obtain the finan-
cial incentives;

•	 Expectation	of	seamless	ability	to	share	information	outside	of	
an organization’s walls and the resulting loss of control over 
such information; 

•	 New	technologies	including	“cloud”	and	portable	access	
devices; and

•	 Potential	forfeiture	of	financial	incentives	due	to	noncompli-
ance with applicable rules and regulations.

These driving forces will continue to put stress on an organization’s 
ability to secure protected health information prepared, stored, 
modified, and disseminated in an electronic format (ePHI).

The Intersection of HIPAA, HITECH, and NIST
The regulatory landscape governing the privacy and security of 
ePHI consists of a combination of rules, regulations, and process 
directives established under HIPAA, HITECH, and the guidelines 
of	the	National	Institute	of	Standards	and	Technology	(NIST).	For	
the uninitiated, the relationship between HIPAA, HITECH, and 
NIST	can	be	confusing.	Figure	1	sets	forth	a	schematic	example	
of	the	intersection	of	HIPAA,	HITECH,	and	NIST.

Figure 1—The Intersection of HIPAA, HITECH,  
and NIST
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The HIPAA Rules serve as the baseline for the protection of the 
privacy and security of PHI including ePHI. Many of the HIPAA 
Rules include elements based on the guidelines and standards 
set	forth	by	NIST;	however,	the	HIPAA	Rules	are	much	broader	
in	scope	than	the	NIST	standards	and	guidelines	that	have	been	
incorporated into the HIPAA protections. 

Although the protection of ePHI under the HIPAA Rules is often 
thought to involve the “security” of ePHI, the protection of ePHI 
goes beyond security alone. The protection of ePHI encompasses 
preserving and improving the physical safety, quality, and security 
of ePHI in three basic ways:

•	 Confidentiality—preventing	the	disclosure	of	information	to	
unauthorized individuals or systems; 

•	 Integrity—preventing	data	from	being	modified	 
undetectably; and

•	 Availability—making	available	information	when	it	is	needed.

The final regulations implementing the financial incentives under 
HITECH were promulgated on July 28, 2010.4 The financial 
incentives were designed to promote the meaningful use of 
electronic health information technology and systems while 
enhancing the protections of the privacy and security of ePHI 
through various provisions including strengthening the enforce-
ment mechanisms and penalties found under HIPAA and the 
HIPAA Rules.5 The final regulations govern who is eligible to 
receive financial incentives, set out certain measures for “mean-
ingful use” that must be satisfied to receive the financial incen-
tives, and establish applicable timelines for the satisfaction of 
such measures.6 

NIST	is	a	set	of	standards	and	guidelines	that	are	used	by	infor-
mation professionals at varying levels across many industries and 
serves as the basis for minimum requirements to work with the 
federal	government.	NIST	has	several	publications	on	covering	
risk, conducting risk assessments, and defining adequate safe-
guards.	NIST	is	a	resource	of	information	technology	(IT)	best	
practices, many of which have been adopted and implemented 
in the healthcare industry through incorporation into HIPAA 
and HITECH. Moreover, IT and compliance professionals often 
consult	with	NIST	for	guidance	on	what	might	be	practically	
deployed within their given organizations, especially where 
HIPAA and/or HITECH may not adequately address a risk area. 

HITECH Meaningful Use Security Requirement
To take advantage of the financial incentives under HITECH, an 
eligible provider or supplier must be able to satisfy the mean-
ingful use requirements. The meaningful use requirements will 
differ slightly based on the type and scale of the applicable orga-
nization but can be summarized at a high level as follows:

•	 Technical:

 –  Require certified EHR/EMR software programs; and

 –  Provide technology access to all relevant users.

•	 Clinical:

 –  Capture and report information in a standard and electronic 
form; and

 –  Require physicians and other healthcare workers to interact 
and enter information electronically.

•	 Security:

 –  Preserve and maintain the confidentiality, availability, and 
integrity of electronic information. 

EHR/EMR implementation designed to satisfy the meaningful use 
requirements will involve a multi-faceted project and bring into 
play elements of technology (hardware and software), processes 
(changing the behavior and requirements of healthcare workers 
in relation to the use of technology), and security. Although 
HITECH defines the measures that must be satisfied to qualify for 
the financial incentives, developing and designing the policies, 
processes, protocols, and programs to put an organization on the 
path to compliance is largely left up to the organization.

Satisfaction	of	the	meaningful	use	requirements	will	be	evalu-
ated over three distinct periods of time or “stages.” Each stage 
defines the minimum rate at which compliance must be attained 
to qualify for the financial incentives.7	While	the	rate	for	Stage	1	
implementation	has	been	defined,	Stage	2	and	Stage	3	have	yet	
to be defined in detail.8	The	core	set	of	requirements	under	Stage	
1 includes a significant security component. Part of the security 
component is the requirement that an organization perform a 
security-related risk assessment. In undertaking a risk assess-
ment, an organization will have a number of considerations to 
address including, without limitation:

•	 Should	the	risk	assessment	be	conducted	with	internal	or	
external resources or a combination thereof;

•	 Will	the	risk	assessment	be	run	by	the	general	counsel,	
compliance officer, or information officer; 

•	 Should	outside	resources	be	engaged	through	outside	counsel	
to protect any privilege that might be available under the 
attorney-client relationship;

•	 How	should	the	results	be	reported	to	management	and	the	
governing board; and

•	 Who	will	have	the	responsibility	for	implementing	any	
changes or modifications that will be necessary to plug any 
holes or gaps uncovered by the risk assessment. 

Risk Assessment Basics
The	Stage	1	meaningful	use	requirements	related	to	security	
protections dictate that an organization perform a risk assess-
ment.9	Under	the	NIST	standards,	“risk” is a function of the 
likelihood of a given threat-source’s exercising a particular potential 
vulnerability and the resulting impact of that adverse event on the 
organization.10 A threat is defined as the potential for a particular 
threat source to successfully exploit a particular vulnerability.11 
A vulnerability is a weakness that can be accidentally or inten-
tionally exploited. Threat sources regarding information can be 
defined in three major categories: 

•	 Human—unintentional	human	error	or	intentional	acts	by	an	
insider or outsider. The latter are driven by motivators;

•	 Natural—floods,	storms,	tornadoes,	etc.;	and
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•	 Environmental—power	failure,	hardware	failure,	liquid	leakage.

Examples of EHR/EMR threats and vulnerabilities that organiza-
tions should consider as they conduct a risk assessment are set 
forth in Table 1 below.

Table 1—Threat: Vulnerability Examples

Safeguards	are	actions,	steps,	or	measures	that	an	organization	
may take to effectively reduce risk in key areas. Including the 
almost forty administrative, physical, and technical safeguards set 
forth in the HIPAA Rules,12 there are more than ninety identified 
safeguards relating to HIPAA that should be included in a risk 
assessment, which can be broadly categorized under the headings 
of administrative, physical, technical, and organizational.  
A sample of relevant safeguards is set forth in Table 2 below.

Table 2—Safeguard Examples

A goal of risk assessment is to systematically and continuously 
identify	risk	in	key	areas.	Once	risks	have	been	identified,	a	
mitigation plan can be developed, managed, and executed. It is 
important to note that with changing environments, technologies, 
regulations, and mitigation progress, a risk assessment should 
be performed annually and more often if determined necessary. 
The application of an accepted and consistent methodology to 
conduct the risk assessment will yield an assessment mapped to 
the HIPAA/HITECH requirements and aligned to the organiza-
tion’s goal of decreasing risks associated with the use of ePHI.

A risk assessment should include a disciplined review and assess-
ment of all policies, procedures, protocols, programs, and the 
technical and physical environment to determine how all comply 
with the applicable legal requirements. A risk assessment should 
be performed early in the process of evaluating, selecting, and 
implementing new technology as such an assessment may save 
time and money in the long run if particular security deficiencies 
are uncovered in the evaluation process. A risk assessment should 
follow a basic series of steps as follows:

•	 Document	and	evaluate	the	environment	(characterize	the	
systems)—people, systems, documentation, and configuration;

•	 Identify	threats	and	vulnerabilities;

•	 Analyze	potential	safeguards;

•	 Determine	likelihood	of	a	threat-vulnerability	being	exploited	
through assessment of the motivation and capability of a given 
threat-source pair and rate the potential for exploitation as 
“high,” “medium,” or “low”; 

•	 Analyze	impact	of	exploited	vulnerabilities;

•	 Develop	recommendations	for	the	control	of	the	 
environment; and

•	 Prepare	a	report	to	document	results	and	recommendations.

Following	a	thorough	risk	assessment	process,	gaps	in	the	risk	
strategy or remediation may be identified. The gaps must then be 
analyzed to develop a practical remediation plan. This analysis is 
a critical component of the risk assessment and should prioritize 
and organize a response plan that takes into consideration level 
of risk, cost, time, resources, and remediation impact on total 
enterprise risk. The response plan should be diligently managed 
and implemented by the responsible members of an organization’s 
team. Reasonable progress, correction of deficiencies, and manage-
ment of the plan needs to be demonstrated and documented. 

Threat Action Vulnerability Impact

Terminated 
employee 
motivated by 
revenge

Hacker 
motivated by 
economics

Employee 
laptop, smart-
phone, or 
portable access 
device is lost

Natural 
Disaster

Accesses 
company data 
after termina-
tion

Exploits 
known system 
vulnerability 
identified by 
vendor

Device is 
found by 
outsider and 
ePHI is viewed

Storm	damages	
facility housing 
information 
systems

Access to 
systems not 
revoked at 
termination

Inadequate 
process for 
patch and 
remediation of 
known system 
vulnerabilities

Unencrypted 
ePHI stored 
on a portable 
device

No alternate 
processing site 
for emergency 
operations

Billing 
information 
is altered or 
destroyed

Criminals 
use personal 
and diagnosis 
information to 
target patients 
for fraud

Breach is 
exposed on 
social media 
website

Critical 
systems 
needed for 
treatment of 
patients are 
not available

Safeguard 
Area 

Examples Area 
Protected

Potential Risk/
Exposure

Administrative

Technical

Physical

Organizational

Assignment, 
review, and 
revocation of 
user access 
privileges

Monitoring 
and reporting 
of audit 
controls

Location of 
monitors and 
printers

Creation and 
maintenance 
of policies and 
procedures

Confidentiality

Confidentiality 
and integrity

Confidentiality

Confidentiality, 
availability, 
integrity

Unauthorized 
access to ePHI

Identify  
potential 
threats early

Unauthorized 
viewing of 
ePHI

Security	risks	
created by 
workforce 
members 
without a clear 
and concise 
understanding 
of policies and 
procedures
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Figure 2—Basic Risk Assessment Process

The risk assessment should be updated at least annually and 
may be updated as often as necessary to ensure continued 
compliance. Updating the assessment more frequently may be of 
value depending on gaps identified, the schedule of EHR/EMR 
implementation, or major technology environment changes. It is 
not uncommon to find increased risks from one assessment to the 
next due to new technology implementation, new regulations, etc. 

Frequently Encountered Barriers
In the authors’ extensive experience with a myriad of healthcare 
institutions, several common barriers to the security compliance 
process have emerged. HIPAA security involves very specialized 
skillsets that are often outside of the scope of skills of a compli-
ance officer who may have responsibility for HIPAA compliance. 
While involving the IT team will be critical to any HIPAA security 
initiative, clear directives as to who has the ultimate responsi-
bility for compliance will be necessary to ensure the proper team 
members	take	ownership	of	the	project.	Furthermore,	other	
C-level executives may not fully appreciate the significance of the 
risks involved or potential exposures to the organization such 
that they adequately support compliance efforts. 

A lack of dedicated resources in terms of personnel and capital 
also is a barrier to effective compliance with HIPAA security 
requirements. Many organizations may already have mission 
critical projects dictated by management that take priority in the 
use	of	scarce	resources.	Furthermore,	managing	a	continuous	
audit process to ensure HIPAA readiness is a daunting task for 
organizations already pressed in a challenging economy. 

Conclusion
Although potential barriers to HIPAA security compliance 
certainly exist, organizations will be well served to ensure compli-

ance programs are underway. Risk assessments should be under-
taken as part of a thorough compliance program and in order 
to satisfy the HITECH requirements to secure available financial 
incentives. If an organization does not have staff with competen-
cies or the capacity or availability to conduct security risk assess-
ments within required deadlines, an organization may want to 
consider bringing in outside HIPAA experts. It will be prudent for 
an organization to consult with counsel before engaging a HIPAA 
expert to make sure the scope of the work and work-product 
will satisfy the HIPAA/HITECH requirements and to determine 
whether the HIPAA expert should be engaged through counsel to 
preserve any available privileges. 

1 HITECH was enacted as part of the American Recovery and Reinvestment Act 
of 2009.

2 In the future, it is expected that governmental healthcare programs will turn 
to penalties in reimbursement for providers and suppliers that do not ef-
fectively	adopt	and	deploy	EHR	and	EMR	capabilities.	For	example,	although	
HITECH’s financial incentives are initially rewards, HITECH also provides for 
reductions in reimbursement for providers and suppliers eligible to partici-
pate in the HITECH financial incentives that do not achieve meaningful use 
of health information technology by January 2015. HITECH §§ 4101(b), 
4102(b)(1);	75	Fed.	Reg.	44314,	44460,	and	44447	(July	28,	2010).

3	 42	U.S.C.	§ 1320d	et seq.,	45	C.F.R.	pt.	164	et seq.
4	 75	Fed.	Reg.	44314	(July	28,	2010).
5	 HITECH	Sections 13400-13424.	The	U.S.	Department	of	Health	and	Human	

Services	(HHS)	promulgated	an	interim	final	rule	for	the	enforcement	provi-
sions	in	October	2009.	74	Fed.	Reg.	56126	(Oct.	30,	2009).	In	July	2010,	
HHS	issued	proposed	regulations	regarding	additional	privacy	and	security	
requirements,	but	final	regulations	have	not	been	issued.	75	Fed.	Reg.	40868	
(July 14, 2010).

6 It is important to note that not all healthcare providers or suppliers are 
eligible for the financial incentives for implementing EMR/EHR capabilities 
as provided under HITECH. As an example, long term care providers are not 
eligible for the HITECH incentives. Nonetheless, such providers and suppliers 
are	still	subject	to	compliance	with	the	HIPAA	Privacy	and	Security	Rules	and	
face the risks of enhanced fines and penalties for non-compliance which are 
established under HITECH. 

7	 75	Fed.	Reg.	at	44321	(“Under	this	phased	approach	to	meaningful	use,	we	
intend to update the criteria of meaningful use through future rulemaking. We 
refer	to	the	initial	meaningful	use	criteria	as	‘Stage	1.’	We	currently	anticipate	
two	additional	updates,	which	we	refer	to	as	Stage	2	and	Stage	3,	respectively.	
We are considering updating the meaningful use criteria on a biennial basis, 
with	the	Stage	2	criteria	proposed	by	the	end	of	2011	and	the	Stage	3	defini-
tion proposed by the end of 2013. The stages represent a graduated approach 
to	arriving	at	the	ultimate	goal.	Thus,	our	goals	for	Stage	3	meaningful	use	
criteria represent overarching goals which, the authors believe, are attainable 
by the end of the EHR incentive programs. We will continue to evaluate the 
progression of the meaningful use definition for consistency with legislative 
intent and new statutory requirements relating to quality measurement. We 
solicit comments on this proposed pathway of meaningful use.”).

8	 42	C.F.R.	§ 495.6.
9	 42	C.F.R.	§ 495.6(d)(15).	Stages	2	and	3	are	expected	to	be	more	stringent	on	

the achievement of actual compliance with the specific rules and dictate that 
certain safeguards be implemented. 

10	NIST	800-30.
11 Id.
12	45	C.F.R.	§§ 164.308,	164.310,	and	164.312.




